NI
CISCO

Policy based routing (PBR)

ROUTE modul 5



Riadenie smerovacich ciest

= Fokus tejto kapitoly je zamerany na spOsoby riadenia ciest,
ktoré budu vyberané pre sietovu prevadzku

= Aj ked v niektorych pripadoch je len jedna cesta ©

=VVacsina komplexnejSich sieti ma implementované
redundantné pripojenia, ktoré mézeme manazovat

= Vyber optimalnej cesty v takomto prostredi ovplyvnuju
viacereé faktory

= Nasadenie daného smerovacieho protokolu je jeden z faktorov,
ktoré definuju ako sa bude diat’ vyber ciest

= Rozdielna AD, metriky, redistribucia, filtrovanie apod.
= Nasadenie viacerych vSak moéze viest k neoptimalnemu smerovaniu

= Ale v sietach s redundanciou su aj iné faktory ktoré treba
brat do uvahy pre optimalny routing



Charakteristiky sieti pri ich navrhu (1)

» Resiliency (odolnost)

= Schopnost poskytovat sluzbu na prijatefnej urovni aj v pripade, ked v
sieti nastanu vypadky

* Redundancia automaticky neznamena resiliency
= Prostriedky: fail-over, load balancing

» Availability (dostupnost)

= Schopnost rychlo oSetrit vypadok v sieti a najst zaloznu trasu

= Prostriedky: vyladenég, rychlo konvergujuce smerovacie protokoly
= Adaptability (prispdsobivost)

= Schopnost’ dynamicky prisposobit’ Cinnost’ siete podla aktualneho stavu,
napriklad aktivovat' zaloznu linku aj v pripade vysokej zataze

» Performance (vykonnost)

= Schopnost vyuzivat existujuce prostriedky siete pre poskytovanie Co
najvyssieho vykonu

= Prostriedky: load balancing, pripadne selektivna modifikacia metrik
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Charakteristiky sieti pri ich navrhu (2)

= Support for network and application services (Podpora pre
sietove a aplikacne sluzby)
= Specifické prispdsobenie smerovania pre vybrané sluzby
= Prostriedy: QoS nastroje, WAAS (Wide Area Application Services),
bezpecCnostné nastroje
» Predictability (Predpovedatelnost)
= Ohlad na deterministické a predpovedatelné spravanie, napriklad
obojsmernost tokov a rovnaka cesta, ktorou pojdu
= Asymmetric traffic (Asymetricka prevadzka)
= Upstream tok prechadajuci inou cestou ako downstream

= Nie vzdy nezelané — existuju aplikacie, kedy je tento pristup
potrebny (napr. satelitné prepoje: upstream je modem, downstream
je satelit)



Dostupné nastroje nariadenie ciest

= Uz spomenuté:
= Passive interfaces
= Distribute lists
= Prefix lists
= Administrative distance
= Route maps
= Route tagging

= Pokrocilé nastroje

= Offset list . .
’ set lists i‘>Fokus tejto kapitoly
= Cisco IOS IP SLAs

= Policy Based Routing




Stratégia

= Kazdy z tychto nastrojov

moze byt sucCastou
S integrovanej stratégie na
Implementaciu riadenia
vyberu

Summarization

Path = Preto je nevyhnutné pred
i zadatim implementacie

isco 108 Rout , - , ,
e Filtering - Takuto stratégiu naplanovat

a vypracovat

Route
Maps




Implementacia riadenia
clest pomocou

Offset Lists




Offset List

= Offset list je prostriedok na umelé zvysSenie metriky
vybranych sieti len v protokole RIP alebo EIGRP
= M6zeme zvysit metriku pre oznamovane i prijimané siete
= Offset list m&ze byt pouzity pre cely smerovaci protokol, alebo pre
siete odosielané/prijimané konkrétnym rozhranim

= Offset-list sa vytvara prikazom offset-li1st a odkazom
na ACL

= Stanovena hodnota offsetu sa pripoc€ita k metrike (RIP) alebo k
parametru Delay (EIGRP)



Vytvorenie offset-listu

= Offset-list sa vytvara v smerovacom protokole
Router(config-router)#

offset-list {access-list-number | access-list-name} {in | out}
offset [interface-type interface-number]

access-list-number ACL, ktoré vybera siete, ktorym sa ma zvysit metrika.
| access-list-name Cislo 0 znamena ,vSetky siete”.

. Aplikuje offset list na siete v prichadzajucich spravach

" RIP/EIGRP
out Aplikuje offset list na siete v odchadzajucich spravach
RIP/EIGRP
offset Hodnota, o ktoru sa metrika zvySi. Hodnota O znamena,

ze sa aktualna hodnota metriky nezmeni.

interface-type

ST e (Nepovinné) Rozhranie, na ktoré je offset-list aplikovany



Pouzitie offset-listu

= Stanice na LAN za R1 m6zu ist na siet 192.0.2.0/24 u ISP dvomi
cestami

= R5 je podla metriky blizSie, ale je na podstatne pomalsej linke
= Pomocou offset-listu mézeme umelo na R2 zvysit metriku tejto siete,

ako nam ju oznamuje RS, a zariadit, aby preferovana cesta bola cez R3
= Offset-list v tomto priklade zvySi metriku 192.0.2.0/24 cez R50 2

/ 1.54 Mbps 1.54 Mbps
?ﬁ ~ - A - —w 192.0.2.0/24
)

S0/0/0
Internet
Service Prowder
64 kbps

\_ R ‘-'\\~__>>——’)

R2(config)# access-list 21 permit 192.0.2.0 0.0.0.255
R2(config)# router rip
R2(config-router)# offset-list 21 in 2 serial 0/0/0




Overenie Offset Lists

=traceroute

= Qverenie cesty, ktorou su preposielané pakety.
=show 1Ip route

= Na overenie metriky postihnutych ciest

*Pre EIGRP show 1p eigrp topology [all-li1inks]
= Na overenie topo tabulky

=debug 1p eigrp or debug 1p rip.



IP Service Level

Agreement (IP SLA)




Multihomed pripojenie

ISP 1 >

/“"’ i \
Internet

I_% 172.16.1.0
" 1 ISP 2 / ~— \>_)
N 0 & W @

\_>—)

( Branch Site

= Predpokladajme, ze R1 ma dual-homed pripojenie k
Internetu cez dvoch providerov

= Na R1 stacCia dve statické default routes

= Router bude vyuzivat obe pre load balancing
= Ak jedna z priamo pripojenych liniek vypadne, R1 bude pouzivat zostavajucu




Multihomed pripojenie

ISP 1

‘-p—@*@—@\ )
/ Internet

I_% 172.16.1.0
\1 ISP 2 ~—
N = W \>)

g

= Co sa v3ak stane, ak problém nastane vo vnutri ISP1?
= Z pohladu routera R1 je linka do ISP1 stale OK a bude ju trvale pouzivat

( Branch Site

= Data odoslané do internetu cez ISP1 sa vSak stratia

= Ako tuto situaciu riesit?
= Jednym z rieSeni je zaviest dynamicky smerovaci protokol medzi ISP a
zakaznika

= Zavisi na dohode s providerom, mnohokrat provider nie je nadSeny, ze musi
spustit smerovaci protokol voCi zakaznikovi




Multihomed pripojenie

ISP 1 >
10.1.1.0 ‘1@——_@*@ L S )
@/ Internet )
N e
I \)—)

Branch Site

= Inym rieSenim je na R1 pouzit statickeé cesty alebo PBR, ale
podmienit ich platnost dodatocnym aktivnym testom

= Napriklad periodicky ping na DNS alebo mail server u providera

= Ak ciele testované na dostupnost nebudu odpovedat, nimi podmienena
staticka cesta sa odstrani zo smerovacej tabulky

= Tieto aktivne testy dosiahnutelnosti, pripadne i dalsich
parametrov sa nazyvaju IP Service Level Agreements (SLA)

= Ak test IP SLA zlyha, router odstrani zo smerovacej tabulky polozky
podmienene tymto testom
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Riadenie smerovania pomocou IOS IP SLAs

= Cisco IOS IP Service Level Agreements (SLAS) sluzia na
aktivny monitoring Cinnosti siete

= Cisco IP SLA je vlastnost IOS, ktora umoznuje vykonavat merania

= Vykonavané zasielanim umelej prevadzky na hosta alebo smerovac,
ktori su nakonfigurovany nan odpovedat’

= Cisco I0S IP SLA testy prenasaju sietou simulované data a
meraju parametre ich prenosu
= Je mozné stanovit, aké hodnoty meranych parametrov musia byt
splnené, aby bol test povazovany za uspesny
= |P SLA podporuje velké mnozstvo testov
= Protokoly
= UDP, TCP, ICMP, HTTP, DNS, DHCP, FTP,...

= Testovane konektivity (ICMP or UDP)
= Testovanie chvenia (Jitter)



Cisco IOS IP SLAS

= Medzi merané parametre patria:
= Dostupnost sietovej sluzby
= Cas odpovede (response time)
= Jednosmerné oneskorenie (One-way latency)
= Jitter (kolisanie oneskorenia)
= Stratovost’ paketov
= Hodnotenie kvality hlasu
= Aplikacny vykon

.AA -
.- A A AY = - A
D A A »

DEO

0 * Minimize * Minimize * Measure Delay, Connectivity | < Minimize Delay,
O Delay, Packet Delay, Packet Packet Loss, Jitter | testing Packet Loss

Loss Loss, Jitter * One-way
~ -+ Verify QoS

: * Jitter
* Jitter Sty » Packet loss . * Jitter
» Packet loss » Connectivit

* Packet loss » Latency * Packet loss

* Latency : Latency. * One-way y tests to * Latency

e per QoS * o s * Enhanced accurac JFeEtes:

P Quality Score | | NTP y




IP SLA zdroj arespondent

*|P SLA zdroj (source)
= Posiela testovaciu prevadzku na stanoveny ciel
= VVSetky testy su konfigurované na SLA zdroji (CLI or GUI)

= SLA zdroj vyuziva samostatny riadiaci protokol pre komunikaciu
s responderom este pred zacCiatkom testu

= Najma pre Casoveé charakteristiky je nutné, aby zdroj a
respondent boli asovo synchronizovani (NTP)
*|P SLA respondent (responder)
= je sucCastou IOSu,
= je komponent na cieli testovacej prevadzky, ktory sluzi na
koordinaciu prebiehajuceho testu s IP SLA zdrojom
= |P SLA operacia (operation)

= je meranie, ktorého sucastou je protokol, frekvencia a prahové
hodnoty parametrov



IP SLAS operacie

*|P SLA testy je mozné

realizovat’
. . . |PSLAS < Generated ICMP:;aslfFf)ic(’:ntgemeasure network >
* |P SLA vodi zariadeniu, na Source
51 )
ktorom nebezi SLA respondent @& )_@ % NS
(web server alebo IP stanica) e A -

= Obvykle su to testy bezného
aplikacného protokolu alebo ping

° IP SLA VOél Zarladenlu, na |gOSU|FCAeS| Generated traffic to measurethenetwork>R|e|:;§(|)_r/]°\dSer
ktorom bezi SLA respondent

ST ) ST
(napr. Cisco router) -y \}))—hzi

N—

= Je mozné realizovat dodatocné < MIB data retrieved via SNWIP |
testy, pripadne ziskavat presnejsie
vysledky



IP SLA Operéacie

IP SLA Source IP SLA Responder

Control Message: Ask Receiver to
Open Port 2020 on UDP

IP SLA-Control

Control Responder Says OK |
Phase

Responder Says OK

UDP 1967

F 9

Start Listening on
UDP Port 2020

Probing UDP 2020
Phase

Done: Stop Listening

Na IP SLA source sa zadefinuje pre kazdu IP SLA operaciu
» Cielové zariadenie (probe), protokol a UDP or TCP port Cislo

Pred zacatim testu prebehne kontrolna faza

* |IP SLA zdroj nasledne pred poslanim test paketu pouzije na komunikaciu s responderom riadiaci protokol
(port 1967), ak vSetko v poriadku Responder odpovie OK
* Info o trvani testu, protokole a porte

* Riadiace spravy mézu byt overované MD5 hashom

Test zaCne posielanim sady testovacich paketov medzi IP SLA zdrojom a responderom za
periodu Casu

Ked test skonci, vysledok je ulozeny na zdroji
« Napr. v SNMP IP SLA MIB




IP SLA Responder Timestamps

IP SLA Source IP SLA Responder

T2
> >
e
T4

CPU
Delta Value = T3 - T2

CPU

= |P SLA responder timestamps je vyuzite pri kalkulacii round-
trip time (RTT)

= |P SLA source posiela paket v Case T1.

= |P SLA responder zahrnie v odpovedi Cas prijmu (T2) a Cas
odoslania (T3).

= Je vhodné mat zdroj aj ciel synchronizovany cez NTP
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Konfiguracia IP SLA s object tracking

1. Definovat aspon jednu SLA operaciu (test, tzv. probe)

2. Definovat dobu trvania operacie

3. Definovat aspon jeden tzv. tracking object, ktory bude
reprezentovat uspech alebo neuspech SLA operacie

4. Definovat akciu asociovanu s tracking object-om

= Pozor:

= Poénuc verziou IOSu 12.4(4)T, 12.2(33)SB a 12.2(33)SXI sa prikaz
Ip sla monitor nahradza prikazom ip sla



Vytvorenie IP SLA operacie

= Vytvorenie IP SLA operacie

Router(config)#
iIp sla operation-number

= Parameter operation-number je ID operacie (fubovolné)

R1(config)# i1p sla 1
R1(config-ip-sla)# ?
IP SLAs entry configuration commands:

dhcp DHCP Operation

dns DNS Query Operation

exit Exit Operation Configuration
icmp-echo ICMP Echo Operation

icmp-jitter ICMP Jitter Operation

! Skratené kvoli strucénosti

R1(config-ip-sla)#




Definovanie IP SLAs ICMP Echo Operacie

= Definovanie ping operacie voCi non-responder cielu
Router(config-ip-sla)#

icmp-echo {destination-ip-address | destination-hostname} [source-
ip {ip-address | hostname} | source-interface interface-name]

destination-ip-address |
destination-hostname

Cielova IPv4/IPv6 adresa

source-1i Ip-address . : S
u ip {1p | (Nepovinné) Stanovuje zdrojovu IPv4/IPv6 adresu

hostname}

source-interface (Nepovinné) Stanovuje rozhranie, z ktorého sa
interface-name poziCia zdrojova IPv4/IPv6 adresa

Pozor:

= Pocnuc verziou I0Su 12.4(4)T, 12.2(33)SB a 12.2(33)SXI sa prikaz
type echo protocol iplcmpEcho nahraddza prikazom icmp-echo
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Icmp-echo — nastavenie detailov

R1(config-i1p-sla)# icmp-echo 209.165.201.30
R1(config-ip-sla-echo)# ?
IP SLAs echo Configuration Commands:
default Set a command to i1ts defaults
exit Exit operation configuration
frequency Frequency of an operation
history History and Distribution Data
no Negate a command or set its defaults
owner Owner of Entry
request-data-size Request data size
tag User defined tag
threshold Operation threshold 1n milliseconds
timeout Timeout of an operation
tos Type OFf Service
verify-data Verify data
vrt Configure IP SLAs for a VPN Routing/Forwarding in-stance
R1(config-i1p-sla-echo)#

= Existuje mnozstvo parametrov, avsak pre nas su teraz podstatné len parametre
frequency a timeout



Icmp-echo — nastavenie detailov

Router(config-ip-sla-echo)#

frequency seconds

= Stanovuje, ako Casto sa operacia bude opakovat

= Parameter seconds udava pocCet sekund medzi dvomi behmi tejto
operéacie. Standardna hodnota je 60 sekudnd.

Router(config-ip-sla-echo)#

timeout milliseconds

= Stanovuje Cas, do ktorého SLA operacia oCakava odpoved na
odoslanu ziadost



Naplanovanie SLA operacie

= |P SLA operaciu je potrebné naplanovat

Router(config)#

iIp sla schedule operation-number [life {forever | seconds}]
[start-time {hh:mm[:ss] [month day | day month] | pending |
now | after hh:mm:ss}] [ageout seconds] [recurring]]

Pozor:

= PocCnuc verziou I0Su 12.4(4)T, 12.2(33)SB a 12.2(33)SXI sa prikaz
ip sla monitor schedule nahradza prikazom
ip sla schedule



Volby prikazy 1p sla schedule

Parameter

operation-number

life forever
life seconds
start-time

hh:-mm[ :ss]

month

day

pending

now

after hh:mm:ss

ageout seconds

recurring

Number of the IP SLAs operation to schedule.
(Optional) Schedules the operation to run indefinitely.

(Optional) Number of seconds the operation actively collects information.
The default is 3600 seconds (one hour).

(Optional) Time when the operation starts.

Specifies an absolute start time using hour, minute, and (optionally) second.
Use the 24-hour clock notation.

(Optional) Name of the month to start the operation in.
If month is not specified, the current month is used.

(Optional) Number of the day (in the range 1 to 31) to start the operation on.
If a day is not specified, the current day is used.

(Optional) No information is collected. This is the default value.
(Optional) Indicates that the operation should start immediately.

(Optional) Indicates that the operation should start this amount of time after this command was
entered.

(Optional) Number of seconds to keep the operation in memory when it is not actively collecting
information (default is O seconds which means it never ages out).

(Optional) Indicates that the operation will start automatically at the specified time and for the
specified duration every day.



Vytvorenie tracking object-u

= Vytvorit tracking object, ktory bude vyhodnocovat vysledok IP SLA operacie

Router(config)#

track OBJECT-NUMBER ip sla OPERATION-NUMBER {state |
reachability}

object-number Cislo tracking object-u od 1 do 500 (flubovolné)

operation-number Cislo SLA operacie, ktorej stav bude tento tracking object

uchovavat.
state Uchovava navratovy kod (OK, OverThreshold, ...)
reachability Uchovava vSeobecnu uspesnost

Pozor:

= Pocnuc verziou IOSu 12.4(20)T, 12.2(33)SXI1 a 12.2(33)SRE je prikaz
track rtr nahradeny prikazom track i1p sla
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Konfiguracia oneskorenia reakcie na

Tracking Delay

= Specifikuje asové oneskorenie ktoré musi uplynut kym sa zareaguje
na zmenu trackovaného objektu
Router (config-track)#

delay {up seconds [down seconds] | [up seconds] down seconds}

up Time to delay the notification of an up event.
down Time to delay the notification of a down event.

Delay value, in seconds.
The range is from 0 to 180 with the default being 0.

seconds



Overenie IP SLA

Display configuration values including all defaults for all
Cisco IOS IP SLAs operations, or for a specified operation.

show 1p sla

configuration ] _
[operation] The operation parameter is the number of the IP SLAs

operation for which the details will be displayed.

show 1p sla statistics Display th : tional stat d statist £ all
[operation-number | isplay the current operational status and statistics of a

details] Cisco IOS IP SLAs operations, or of a specified operation.



Priklad IP SLA (monitor)

= |P SLA test vykona odoslanie iplcmpEcho spravy kazdych
10sekund na cielovu IP adresu 10.1.1.1 cez lokalne

rozhranie IP SLA1\oz1d1r?ja Fa0/1

SwitchB(config)# ip sla monitor 11

SwitchB(config-sla)# type echo protocol iplcmpEcho 10.1.1.1 source-
int fa0/1

SwitchB(config-sla)# frequency 10

SwitchB(config-sla)# exit

SwitchB(config)# 1p sla monitor schedule 11 life forever start-time
now

SwitchB(config)# track 1 ip sla 11 reachability




Overenie IP SLA konfiguracie

= Vypis informacii o IP SLA testovacej konfiguracii

Switch# show ip sla configuration
IP SLAs, Infrastructure Engine-11
Entry number: 1
Owner:
Tag:
Type of operation to perform: echo
Target address/Source address: 10.1.3.10/10.1.253.1
Type OF Service parameter: 0x0
Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Verify data: No
Vrf Name:
Schedule:
Operation frequency (seconds): 5
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
<output omitted>




Overenie IP SLA Statistik

= Po spusteni testu su zozbierané vysledky
* Test mbze skoncCit uspechom alebo neuspechom

Switch# show 1p sla statistics

Round Trip Time (RTT) for Index 1
Latest RTT: NoConnection/Busy/Timeout
Latest operation start time: 11:11:22.533 eastern Thu Jul 9 2010
Latest operation return code: Timeout
Over thresholds occurred: FALSE
Number of successes: 177

Number of failures: 6

Operation time to live: Forever
Operational state of entry: Active
Last time this entry was reset: Never




ResStart IP SLA Statistik

= Resetovanie nazbieranych vysledkov

Router(config)# i1p sla restart IP_SLA OPER NUMB




Konfiguracia statickych ciest a IP SLAS

= Konfiguracia statickej cesty aby reagovala na IP SLA tracking.

Router(config)#

Ip route PREFIX MASK ADDRESS INTERFACE dhcp DISTANCE name
NEXT-HOP-NAME permanent track NUMBER tag TAG

The IP network and subnet mask for the remote network to be entered into the IP
routing table.

The IP address of the next hop that can be used to reach the destination

prefix mask

address

network.
interface The local router outbound interface to be used to reach the destination network.
dhcp (Optional) Enables a DHCP server to assign a static route to a default gateway.
distance (Optional) The administrative distance to be assigned to this route.
name next-hop-name (Optional) Applies a name to the specified route.
permanent (Optional) Specifies that the route will not be removed from the routing table

even if the interface associated with the route goes down.

(Optional) Associates a track object with this route.

track number Valid values for the number argument range from 1 to 500.

tag tag (Optional) A value that can be used as a match value in route maps.



Priklad pouzitia SP 1
C

ustomer 2
A Primary Path w—@ C —@\
Internet

I_w 172.16.1.0
J Backup Path 1

R1(config)# 1p sla 11
R1(config-ip-sla)# icmp-echo 10.1.3.3
R1(config-ip-sla-echo)# frequency 10
R1(config-ip-sla-echo)# exit ! 2x

R1(config)# 1p sla 22

R1(config-ip-sla)# icmp-echo 172.16.3.3
R1(config-ip-sla-echo)# frequency 10
R1(config-ip-sla-echo)# exit ! 2x

R1(config)# track 1 ip sla 11 reachability
R1(config-track)# delay down 10 up 1

R1(config-track)# exit

R1(config)# track 2 ip sla 22 reachability
R1(config-track)# delay down 10 up 1

R1(config-track)# exit

R1(config)# 1p sla schedule 11 life forever start-time now
R1(config)# 1p sla schedule 22 life forever start-time now
R1(config)# i1p route 0.0.0.0 0.0.0.0 10.1.1.1 2 track 1
R1(config)# ip route 0.0.0.0 0.0.0.0 172.16.1.1 3 track 2




IP Policy Routing

(PBR)
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Policy routing

* PBR poskytuje
= Smerovanie na zaklade politik alebo dodatoCnych kritérii (nielen
cielovej IP adresy)
= Odosielatel
= Ciel
= Velkost paketu
= Typ protokolu

= Alebo techniky na znacCkovanie paketov (QoS)
* PBR prepisuje bezné smerovacie postupy

= Nasadenie PBR tam, kde existuju urcCite dévody na
smerovane prevadzky urcitou cestou

= Inou ako smeruje smerovacia tabulka
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Policy routing

= Realizované pomocou route-map konstruktov
= Vytvorenie route mapy

= Akcia definuje, €i budu pakety smerované pomocou policy
routingu (permit) alebo podfa smerovacej tabulky (deny)

= Cast match vyberie pakety

= Ak je akcia permit, Cast' set hovori, ako sa paket preposle dalej

= set i1p next-hop, set interface, set i1p default next-
hop, set default interface

= Set sa pri akcii deny nevyhodnocuje

= Ak chceme dosiahnut zahadzovanie paketov, je treba nastavit set na
rozhranie NULL

= Vysledny route-map sa aplikuje na vstupne rozhranie
prikazom

Router(config-1H)# 1p policy route-map MENO




Logické operacie pri PBR

Is there a
route map
applied on

the incoming

interface?

Incoming packet No

y

Is there a Forward the
match with a Yes . pacliletth
deny rOUIQ t_e
normal routing
2
statement” R
Is there a v
match with a es Apply set
permit commands.
statement?




Route mapa - match Kkritéria vyuzitel'né pre PBR

Matches any routes that have a source or destination network

h i
match Ip address number address that is permitted by a standard or extended ACL

match length Matches based on the layer 3 length of a packet
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Prikaz match 1p-address

= Specifikuje porovnavacie kritéria, & uz vo&i ACL alebo prefix listu

Router(config-route-map)#

match 1p address {ACCESS-LIST-NUMBER | NAME} [-..ACCESS-LIST-
NUMBER | NAME] | prefix-list PREFIX-LIST-NAME [..PREFIX-
L1ST-NAME]

The number or name of a standard or extended access list to be
access-list-number | used to test incoming packets.
name If multiple access lists are specified, matching any one results in
a match.

Specifies the name of a prefix list to be used to test packets.
If multiple prefix lists are specified, matching any one results in a
match.

prefix-list prefix-
list-name

= Standard ACL definuje source = odkial pakety tecCu
= Exended ACL definuje source and destination = odkial a kam pakety teCu



Prikaz match length

= Porovnavanie na dizku paketu

Router(config-route-map)#

match length min max

A The packet’s minimum Layer 3 length, inclusive, allowed for a
match.
The packet’'s maximum Layer 3 length, inclusive, allowed for a
match.

max



Route mapa - akcie set vyuzitelné pre PBR

Indicates where to output packets that pass a match clause of a route

set 1p next-hop map for policy routing

Indicates where to output packets that pass a match clause of a route

set iInterface : :
map for policy routing

Indicates where to output packets that pass a match clause of a route
set ip default next-hop map for policy routing and for which the Cisco 10S software has no
explicit route to a destination

Indicates where to output packets that pass a match clause of a route

set default interface : . . L
map for policy routing and have no explicit route to the destination

set ip tos Used to set some of the bits in the IP ToS field in the IP packet.

set iIp precedence set the 3 IP precedence bits in the IP packet header.

* Partial list



Prikaz set 1p next-hop

= Specify the next hop IP address for matching packets.

Router(config-route-map)#

set 1p next-hop IP-ADDRESS [...IP-ADDRESS]

= The command provides a list of IP addresses used to
specify the adjacent next-hop router in the path toward the
destination to which the packets should be forwarded.

= If more than one IP address is specified, the first IP address
associated with a currently up connected interface is used
to route the packets.



Prikaz set 1nterface

= Specify interfaces through which packets can be routed out.

Router(config-route-map)#

set i1nterface TYPE NUMBER [... TYPE NUMBER]

= [f more than one interface Is specified, the first interface that
Is found to be up is used to forward the packets.



Prikaz set 1p default next-hop

= Specify a list of default next-hop IP addresses.

Router(config-route-map)#

set 1p default next-hop IP-ADDRESS [...I1P-ADDRESS]

= A packet is routed to the next hop specified by the set
command only if there is no explicit route for the packet’s
destination address in the routing table.

= A default route in the routing table is not considered an explicit route
for an unknown destination address.

= |If more than one IP address is specified, the first next hop
specified that appears to be adjacent to the router is used.

= The optional specified IP addresses are tried in turn.



Prikaz set default i1nterface

= Specify a list of default interfaces.

Router(config-route-map)#

set default interface TYPE NUMBER [...TYPE NUMBER]

= If no explicit route is available to the destination address of
the packet being considered for policy routing, it is routed to
the first up interface in the list of specified default interfaces.



Vyznam slova Default - zhrnutie

= Bez slova default
= Smeruje najprv pomocou PBR
= A ak vystupné rozhranie alebo next hop nie je dostupny
= pouzi bezné smerovanie (RIB routing)

= So slovom default

= Najprv skontroluj €i pre paket vybraty match nemas explicitné cesty
v RIB

= Ak ano

= Pouzi RIB
= AK nie

= Pouzi PBR



Prikaz set 1p tos
= Mark packets using the IP ToS field.

Router(config-route-map)#

set 1p tos [NUMBER | NAME]

= Used to set some of the bits in the IP ToS field in the IP
packet.

= The ToS field in the IP header is 8 bits long, with 5 bits for setting the
class of service (CoS) and 3 bits for the IP precedence.

= The CoS bits are used to set the delay, throughput, reliability, and

cost.

O | normal Sets the normal ToS

1 | min-monetary-cost Sets the min-monetary-cost ToS
2 | max-reliability Sets the max reliable ToS

4 | max-throughput Sets the max throughput ToS

8 | min-delay Sets the min delay ToS



Prikaz set 1p precedence

= Set the 3 IP precedence bits in the IP packet header.

Router(config-route-map)#

set Ip precedence [NUMBER | NAME]

= This command is used when implementing QoS and can be
used by other QoS services, such as weighted fair queuing
(WFQ) and weighted random early detection (WRED).

= With 3 bits, you have 8 possible values for the IP
precedence; values 0 through 7 are defined.



Parametre set 1p precedence

O | routine Sets the routine precedence

1 | priority Sets the priority precedence

2 | tmmediate Sets the immediate precedence

3 | flash Sets the Flash precedence

4 | flash-override Sets the Flash override precedence

5 | critical Sets the critical precedence

6 | internet Sets the internetwork control precedence

7 | network Sets the network control precedence



Local PBR

* PBR sa vzdy aplikuje na pakety v incoming smere

= route map vyhodnocuje pakety vstupujuce cez dané rozhranie
Router(config-1t)# ip policy route-map MAP-TAG

= T.]. lokd@lne pakety zasielané priamo smerovacom nie si smerovaneé
PBR

= RieSenie aj pre lokalnym smerovacom odoslané pakety

Router(config-1H)# 1p local policy route-map MAP-TAG

= V' 10S od 12.0 méze byt zapnuté IP PBR v spracovani fast switching
Router(config-1f)# 1p route-cache policy

= \Vynimky:
= Niektoré set prikazy nie su podporované
= Napr. set ip default-network, set default interface



Overenie PBR

show 1p policy Zobrazi route map pouzita pre PBR

show route-map [map-name] Zobrazi konfigurovanu route mapu

Zobrazi PBR detaily o tom ¢i pakety odpovedaju

debug 1 olic . .
g 1pp y porovnavacim kritériam



Nasadenie PBR v Multihoming prostredi

ISP 1

-

10.1.0.0 /24

Customer

)
)
A 192.168.6.0 i’; )

Fa0/0 - )
=
) ==

=R1 smeruje prevadzku na zaklade odkial paket tecCie
=Prevadzka z 10.1.0.0 pojde na ISP1 cez 192.168.6.6
=Prevadzka z 10.2.0.0 p6jde na ISP2 cez 172.16.7.7

Ri(config)# access-list 1 permit 10.1.0.0 0.0.0.255
Ri(config)# access-list 2 permit 10.2.0.0 0.0.0.255
R1(config)# route-map EQUAL-ACCESS permit 10
R1(config-route-map) # match i1p address 1

/0/0 -6 Internet

S0/0/1
172.16.7.0

10.2.0.0 /24

R1(config-route-map)#
R1(config-route-map)#
R1(config-route-map)#
R1(config-route-map)#
R1(config-route-map)#
R1(config-route-map)#
R1(config-route-map)#
Ri(config)# interface

set i1p default next-hop 192.168.6.6
route-map EQUAL-ACCESS permit 20
match @p address 2

Pakety z iného
zdroja su dropnuté

set 1p default next-hop 172.16.7.7
route-map EQUAL-ACCESS permit 30
set default interface nullO

exit
FastEthernet 0/0

Ri(config-1t)# ip address 10.1.1.1 255.255.255.0
Ri(config-1t)# ip policy route-map EQUAL-ACCESS
Ri(config-if)# exit




Overenie PBR

/ Customer

A 192.168.6.0

10.1.0.0/24

FaO/O

10.2.0.0 /24

S0/0/0
S0/0/1
172.16.7.0

\>‘) Internet ))

ISP2 )"\>_)
)
)

hs’

R1# show ip policy
Interface Route map
FastEthernet0/0 EQUAL-ACCESS

s

R1# show route-map
route-map EQUAL-ACCESS, permit, sequence 10
Match clauses:
ip address (access-lists): 1
Set clauses:
ip default next-hop 192.168.6.6
Policy routing matches: 3 packets, 168 bytes
route-map EQUAL-ACCESS, permit, sequence 20
Match clauses:
ip address (access-lists): 2
Set clauses:
ip default next-hop 172.16.7.7
route-map EQUAL-ACCESS, permit, sequence 30
Set clauses:
default interface nullO




e
Priklad 2

hostname RTA
1
interface Ethernet O
Ip address 192.168.1.1 255.255.255.0

ip policy route-map ISP1
192.168.1.0/24 ISP1

interface Ethernet 1
Ip address 172.16.1.1 255.255.255.0

ip policy route-map I1SP2

route-map ISP1 permit 10
match 1p address 1

set interface Serial0 AS24

route-map ISP2 permit 10
match 1p address 2
set interface Seriall 172.16.1.0/24

access-list 1 permit 192.168.1.0 0.0.0.255
access-list 2 permit 172.16.1.0 0.0.0.255
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